MMPAKTUYECKOE 3AJIAHUE I YPOBHS
(MMPUMEPHOE)

Bpewmsi, oTBoIMMOE Ha BBITIOJIHEHUE 3aaHus — 3,5 yaca
(actponomuyeckux = 210 MUHYT)

MaxkcuMaIbHOE KOJIMYECTBO 0aJUIOB — 35 OaJUIOB.

ConennanbHocthb 09.02.02 KomnbloTepHble ceTH

JoOpbiii 1eHsb!
Bbl Hasznauenvi Ha 00NHCHOCHb cemeso20 admunucmpamopa Hawel komnanuu. Hawa xomnanus pa6omaem

Heoagno. Bac e3anu 6 ceéazu ¢ mem, 4mMo OMKpwlLICA HOGbl oguc komnanuu 6 Pocmoge-na-/Jony.
Komnvlomepbl 0151 compyOHuKo8 ewe He 3agesiu, HO GCe cepeepa yjice 20mo6bl U mpedyiom eaulel
HACMPOUKU.

Bam neobxooumo c¢ nyna nacmpoums cemegyio uH@pacmpykmypy cemu H08020 oguca, nazosem e2o « Oghuc
NewOy. B kauecmee onepayuonnou cucmemsvt oo ebiopan \Windows Server 2016. /[ns sxonomuu pecypcos
npudemcs Hekomopble cepeepa UCnonb308ams be3 epaguueckozo unmepgheiica. Takoce 6 smom oghuce ecmo
KOMMymamop u 6ecnpogooHOU Mapuipymu3amop, KOMMYmamop Cmapbulii Ho XOpOowul, HO noiyemy mo He
pabomaem, xoms docmynen no Ssh. Cxopee écezo nocun u napons CisCO. V éac ecmv Ha 3ameny Opyeoi, Ho,
4modbl He pUCKOBAMb YBAdCEHUEM OM HAYANbCMEA, JyHule HACMPOUmMb CIApbLi.

Kaxk paz6epemeco ¢ kommymamopom, ne 3a6yobme npo Wi-Fi! Pykoeodcmeo ycmpoum monvko nposepka
noonunnocmu WPA2-Enterprise! [ peanusayuu dannoi 3a0auu umeemcst 6ecnpo8ooHol poymep

Bmopoii ogpuc naszvieaemes «Ogpuc OldOy». Iloumu 6ce compyOorHuxu y8oaunucy no HeNOHAMHLIM RPUYUHAM,
6 MOM Hucie U CUCTNEMHbII AOMUHUCIMpamop. B umoee, nukmo ne umeem docmyn Kk KOHMpOJIepy 0OMeHa, d
COOMBEMCMEEHHO, U KO 6ceM Kauenmam 6 oguce. Ha xomnviomepe L-SRV naxooumcs easxcnviil gatin.
Bviswue compyonuxu 2o6opsam, 4mo uMenHO 8 dMoM @aune coOeplHCUMcs 102Ut U Napoib Om YUemHol
3anucu aOMUHUCIMPAMOPA OOMeHA U OMKPbIMb €20 MOJICHO, MOJLKO YCMAHO8UE 6eO-cepaep, HY Uau I00bIM
opyeum cnocobom. Ecau y Bac nonyuumcs omkpeims @aiin u y3Hame 102Ul U NAPOTb AOMUHUCIPAMOPA
0oMeHa, mo co3daime 8 60CCMAHOBNIEHHOM OOMeHe H0B020 admMuHucmpamopa ¢ roeunom Genius u naporem
Bestadm2020.

Ha scex cepsepax Windows rocun nokansro2o aomunucmpamopa Aomunucmpamop, napoas Olimp2020.

Ha scex cepsepax LinUX nocun noxkansnoeo admunucmpamopa root, napons t00r; 10KanbHO20 NOIb306aMENs.
— user/user.

BHUMAHUE! 3anpeweno usmenames napamempsl cemesoeo nOOKMOUEeHUS Y BUPIYATbHBIX MAUUH!

HacTtpoiika cetn O¢duca NewO.

[IpoBeprTe MMeHa cepBepoB U paboueil craHy. B ciaydyae HEOOXOIUMOCTH NIEPEUMEHYHTE KOMITBIOTEPHI B
COOTBETCTBHU C JuarpamMmoii BuptyanbHoii cetu (IIpunoxenne 1).

Hactpoiite cereBbie mapametpsl janst cepepoB W-SRV, W-SRV-Core B coorBerctBuu ¢ Tabmumeii 1.
Kommnerorep W-CLI nomxen nonyuats afpec, ykasannsiid B Tabmune 1, mo DHCP

Hacrpoiika W-SRV

Ha cepepe W-SRV ycranoute poib «Jlomennsie ciryx0b1 Active Directory». Mms momena newo.local.
Hactpoiite pois DNS. Co3aaiite He0OXO0AMMBIE 30HBI IIPSIMOTO M 0OPATHOI'O POCMOTPA.

Ycranosute DHCP-ceprep. Co3naiite 001acTh B COOTBETCTBUH ¢ 3aaHHOM anpecanueit cetn: 10.10.0.0/16.
Hacrpoiite Bce Heo6xonumele napametpsl DHCP.

Co3spaiiTe moapaszeieHne «AIMUHACTPATOPEI». B HOBOE mojpasaencHue no0aBpTe Mmoib3oBaress admin,
napoib P@sswOrd, oGnajmaromero mpaBaMH aJMHHHACTPAaTOpa JIOMEHA, a TAaKXKE IMPaBaMH JIOKAIEHOTO
aJIMUHHCTPATOpa Ha BCEX KOMITBIOTEPaX JJOMEHA.



Ho6aseTe poisbr RADIUS-cepBepa. B nmajipHelilieM OpOIO/DKUTE HACTPOHKY (B pas3meiec HaCTPOHKH
OecrpoBOJHOTO MapmpyTH3aropa Asus)

HactpoiiTe mapoibpHYI0 MOJUTHKY JOMEHAa TaKHMM 00pa3oM, YTOObI MOJB30BATEIH MOTIIM HCHOJIb30BaTh
MPOCTHIC MAPOJIH WK OeCTIapOIBHBI BXO/.
Beenure B momen W-CLI. Cospaiite moampasnenenue «Oduc». B HOBoe moapaszieicHue 100aBbTE
noJib3oBatens User 6e3 maposs. [lepenecute kommbiotep W-CLI B 3T0 moapaznenenue.
Hactpoiika rpynmnoBbIX MOIUTHK.
s npogepru pabomocnocobnocmu noaumux ucnonvsyime xomnviomep W-CLI u noavsosamens
user.

e Ha Bcex xommproTepax u3 moapasaeineaus «Oducy Ha 0aze omepanHoOHHBIX cucteM Windows Ha
mucke C cosmaiite manky Share. Ona mo/pKkHa OBITH JOCTYITHA MOJIb30oBaTenssM admin u user mis
YTEHUS U 3aIKCH, TOJL30BATENIAM U3 MmoapasaeieHust «I1onb30BaTenm» TOABKO IS YTCHUS.

e Jlns mosp3oBareneit u3 moapasaeenust «OQucy 3anpeTuTe 3ammyck npuioxenus Paint.

e Hactpoiite mapamMeTpsl 3JICKTPOIMUTAHUS TaKUM 00pa30M, YTOOBI MOHUTOPBI HAa BCEX KIMEHTCKUX
KOMIIbIOTEpax B nojpasaencHuu «Oducy BBIKIIIOYATUCH Yepe3 45 MUHYT MPOCTOS.

Hacrpoiika W-SRV-Core
Crenaiite cepBep JOMOIHHUTEIBHBIM KOHTPOJLIEpOM JoMeHa newo.local.

Hactpoiite npotokon DHCP mns aBTokoH(urypanuu kiareHToB. Hactpoiite dyHKunio oTpaboTku oTKaza
DHCP. Cepsep-naptaep W-SRV.

Cnemnaiite cepep nononuurenbHbiM DNS-cepBepom B nomene newo.local. 3arpysure ¢ W-SRV Bce 30HBI
MIPSMOTO U 00PaTHOTO MPOCMOTPA.

HacTpoiika koMMyTanmu

JInst pacmmpeHus Bamield ceTH HeoOXOAWMO MOATOTOBHUTH MAaT4Y-KOPABL. BEIMOMHHTE O0XKHM, HCIOIB3YS
MpeI0CTaBlICHHBIC HHCTPYMEHTHI, 110 cTanaapty TIA/EIA-568A nmu TIA/EIA-568B.

Bot mooiceme ecmamo co céoux pabouux mecm u o6otmu ¢ Opy2otl CMOPOHbL CMOAd, 0711 NOOKIIOUeHUs.
cemesblx nPoso008 K A0anmepam auiux paboyux KOMnsHOmepos.

Kommyrarop CiSCO 1Mo KakuM-TO HpPHYMHAM HE BBIMONHSIET CBOM (pyHKIHMH. UTOOBI MPOJOIKUTE padoTy,
HE00XOJIMMO BOCCTAHOBHTH €T0 ()YHKIIMOHAI.

Hacrpoiika 0ecripoBOIHOI0 MapIIPyTH3aTOpPa
Cmoum HanomMuums, 4mo 6 eauiem pacnopsaxceruu 6ecnpogoonou mapupymuszamop D-Link DIR-320.
Heobxooumo nacmpoums e2o pabomy 6 kawecmse mouku oocmyna Wi-Fi
Omkpuvims 6eO-unmepgetic 6ecnposoOH020 Mapupymuzamopa modxicho ucnoav3ys mawuny W-CLI nocre
BKNIIOYEHUs cemesoeo adanmepad.
IIpu neobxooumocmu, bl Modicene cOPOCUMb HACMPOUKU MAPUPYMUZAMOPA 8 TH0OOT MOMEHM.
[TpoBeanTe HAYATIBHYIO HACTPONKY poyTepa. Mi3MeHunTe maposs mosb3oBatess admin xva P@ssword.
Hacrpoiite moakmrodeHne K JIOKaTLHON HHTEPHET C MCIIOIb30BaHneM ctaTuaHoro IP-anpeca (Tabmuma 1).
YcranoBute napoiib Ha OECIIPOBOJHYIO CETh.

Hacrpoiika ojuca L.

[IpoBeprTe MMeHa cepBepoB U paboueil craHuy. B ciaydyae HEOOXOIUMOCTH NTEPEUMEHYHTE KOMIIBIOTEPHI B
COOTBETCTBMU C AuarpamMmoii BuptyanbHoil cetu (IIpunoxenne 1).

HacTtpoiika L-Router

Hacrpoiite maprupyrusamnmto Mexkay asyms cetsmu oprcoB NewO u OldO mo6siM BO3MOKHBEIM CITOCOOOM.
Hacrpoiika L-SRV

Hacrpoiite cereBoe noaxmouenue (Tabnuua 1).

Hactpoiite posis DNS cepeepa. Co3znaiiTe 30HY IPsIMOIo U 00paTHOTO IMIPOCMOTpA.

Hactpouts DHCP cepgep. 3anats nmyn IP-agpecos, paccuntannsiii Ha 50 kuenToB DHCP. HavaneHsiil u
KOHEYHBIH aJjpec Ha YCMOTPEHHE YYacTHHKA. A Takxke, 3ajaiTe KoppekTHsle 3HaueHuss DNS cepsepa u
MapIpyTu3aTopa.



IMonyunre mocTym K HH(GOpPMAIHH, comepxKamieiics B daiiie /root/doc54.html. J{ist aToro monagodurcs
HACTPOUTH BeO-CepBEp MM YCTAHOBHUTHL Kakoe-HUOY b qomoaHuTenbHoe T10 u3 umetomuxcst DV D-auckos.
3anwmm pacmdpoBaHHy0 HHPOPMAIIHIO HA TPEAOCTABICHHOM OyMa)XHOM HOcHTele (MCTIOIb3YHTe
IIAPUKOBYIO PYUKY).

BHUMAHUE! Pazenawenue pacuu@dpo8anuoli uHpopmayuu opyeum y4acmHukam epo3um noaHou
ouckeanugpuxayueii!

Hacrpoiika L-DC

Cosnatite mosip3oBaTelts ¢ joruaoM Genius 1 maposneMm Bestadm2020 B moapaszmenennu Users.
[IpenocTaBpTe cO3AaHHOMY MOJIB30BATENIO MIPaBa aAMUHUCTPATOPa JOMEHA.

VcTaHOBHUTE OBEPUTENIBHbBIC OTHOIICHUS MKy BOCCTaHOBIICHHBIM IOMEHOM U JoMeHoM Newo.local.
[epenaiite Bce 30ub1 DNS Mexny cepepamu W-SRW u3 neporo oduca u L-DC u3 Broporo.
Hacrpoiika L-CLI

Hactpoiite ceTeBoit uHTEpdEiic IIst aBBTOMATHYECKOTO TOYyYeHHsI CETEBBIX TapameTpos. [Ipu oOpsiBe
CEeTeBOro MOJKIIoUeHHsI MHTEp(dEeic He ToJbKeH BhIKouaTbes !0,



IIpuioxennue.
JInarpamma cetu

Odpuc NewO

Od¢puc OldO

Taoauua 1. CooTBeTcTBHE CUMBOJIBLHBIX UMeH IP-anpecam

Nmn OnepanuonHas cucrema IP-agpec(a)

W-SRV Windows Server 2016 10.10.1.1/16

W-SRV-Core Windows Server 2016 Core 10.10.1.2/16

W-CLI Windows 10 10.10.1.25/16 (DHCP)

D-Link DIR-320 - 10.10.10.10/16

Cisco 2960 10S 10.10.10.11/16

L-SRV CentOS 7 Core 192.168.1.2/24

L-Router CentOS 7 GUI (GNOME 3) 10.10.254.254/16
192.168.1.254/24

L-CLI CentOS 7 GUI (GNOME 3) 192.168.1.20/24 (DHCP)

L-DC Windows Server 2008 R2 HewussectHo

MarepuajbHO-TeXHHMYECKOE 00ecredyeHue BHINOJTHEHUS 3aJaHUA




